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SECRET 

UNITE D STA TES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHI NG1DN, D. C. 

PRIMARY ORDER FOR PEN REGISTER AND TRAP AND TRACE DEVICE(S) 

A verified applica tion hav ing been m ade, purs u an t to the Foreign · 

Intelligence Surveill an ce Act of 1978, as amended (the Act), Title 50, United 

States Cod e (U.S.C.), §§ 1801-1812, 1841-1846, for an order authorizin g the 

installation and use of pen register and trap and trace device(s) regar din 

and full consi derati on havin g been given to the 

matters set forth therein , the Court finds that the application of the United States 

satisfies the requir eme nts of the Act , in that: 
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(1) the applica tion has been made by an attorney assigned to the· 

National Security Divis ion, U.S . Department of Justice, desi gnated to 

make applicati ons und er the Act and the applic an t has certified that the 

info rm ation likely to be obtained from the reques ted pen regis ter and trap 

and trace devi ce(s) is relevant to 

to protect against inte rn ational terr orism and that su ch investigation is not 

being condu cted solely upon the bas is of activitie s protected by the First 

Am endment to the Consti tution ; 

(2) the Atto rney Gener al has approve d the ap pli cation; 

(3) the federal officer seekin g to use the pen register and trap and trace 

device(s ) covered by the app licatio n· 

f the Fed eral Bureau of 

Investi gatio n (FBI); and therefore , 

IT IS HEREBY ORDERED, pursuant to the author ity confe rre d on this 

Court by the Act, that the applica tion is GRANTE D, and it is 

FURIBER ORDERED, as follows : 
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Installation and use of pen register and trap and tr ace device(s) are 

authorized regardin the subj ect of an FBI 

inv estigation; 

1) The pen regist er and trap and tra ce device(s) sh all be attache d or 

appli ed, with no geogra phic limits or restrictions within the United States, as 

follows: 

Government shal ] not make any affirmative investi gative use, through pen 
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authorized by this Court . 

3) As dir ected in the accompanying orders , the followin g persons 

shall: 

(a) Furnish the FBI with any inform ation, facilities, or technical 

assistance necessary to accomplish the installation and operati on of 

the pen regist er and trap and trace device(s) in such a manner as 

will protect their secrecy and produce a minimum amount of 

interference with the services such pers on is provi ding . Each 

specified person shall not disclose the existence of the investigation , 

or of the pen register or trap and trace device(s) to any person 

wues s or until ord ered by the Court , and shall maint ain all records 

concerning the pen regist er and trap and trace device(s), or the aid 

furnished to the FBI, und er the security pro cedures app roved by 

the Attorn ey General and the Director of Central Intelligence (or 

Director of Natio nal Intelligence) that have previously been or will 
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be furnish ed. to the specified person and are on file with this Court. 

The FBI shall compensa te the specified person(s) referred to above 

for reasona ble expenses incurr ed in provi ding such assistan ce in 

connecti on with the ins tallation and use of the pen .register and trap 

and trace device(s) authorized he rein; 

(b) Disclose to the Federal officer using the pen registe r or trap 

and trace de vice(s) covered by the order: 

in the case of the custo mer or subscriber using the service for which 

pen registe r and trap and trace authori ty is grante d (for the period 

speci£ied by the order): 

• the name of the customer or subscriber; 

• the ad dr ess of the customer or sub scriber; 

• the telephone or instrument number, or oth er subscriber 

numbe r or iden tifier, of the custo me r or subs criber, 

including any temporaril y assigned network ad dres s or 

associated routing or trans mission inform ation; 

• the length of the provis ion of service by such provider to the 

customer or subs criber and the type s of services utilized by 

the customer or subscriber; 
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• in the case of a pr ovider of local or long distance telephone 

service, any local or long distance telephone records of the 

customer or subscriber; 

• if applicable, any records reflecting period of usage ( or 

sessions) by the cust omer or subs criber; and 

• any mechanisms and sourc es of paym en t for su ch service, 

inclu ding the number of any credit card or bank account 

utilized for payment for such service; and 

if available , with respect to any cus tomer or subscriber of incoming 

or outgoing communications to or from the service covered by the 

order: 

• the name of such customer or subscriber; 

• the address of such customer or subscriber; 

• th e telephone or instrum ent number, or other subscriber 

num ber or identifier , of such customer or subscriber, 

including any tem porarily assigned network ad dres s or 

associated routing or transmission information; and 

• the length of the provision of service by such provider to 

such customer or subscriber and the types of services 
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utilized by such customer or subscriber; and 

4) The results of the pen register or trap and trace device(s) shall be 

furnished at reasonable intervals durin g regu lar business hours for the durati on 

of the order to the Federa l officer u sing the pen register or trap and trace 

device(s) covered by this order. 

-- The remainder of this page intentionally left blank. ---
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